Phin 1: Tinh hinh an toan thong tin mang Viét Nam thang 9/2024

Ngay 8/10/2024, bao céo ctia Cuc An toan thong tin dd ghi nhan mot con sé dang bao dong: c6 125.338 dia
chi website gia mao dugc ghi nhan. Nhitng trang web nay duogc cac ddi trong xau sir dung dé gia danh céac

co quan, to chirc nham lira déo, gay thiét hai cho nguoi dan ciing nhu lam anh huéng nghiém trong dén uy

tin cuia cac co quan, td chire bi gia mao.

Dic biét, trong thang 9/2024, Trung tim Gidm sat an toan khong gian mang qubc gia (NCSC) da phat hién
31 website gia mao cac thwong hiéu uy tin nhu cong ty giao hang tiét kiém, Bao hiém xi hoi Viét Nam, va
mdt s6 ngan hang 16n. Ngoai ra, hé thong giam sat ki thuat cia NCSC ciing ghi nhan 45.691 diém yéu, 1

héng trén cac hé thdng may chi, may tram thudc cac co quan nha nudc. Dy 13 nhimg cira ngd d& dang dé
cac dbi tugng tan cong va khai thac vao hé thong ciia chung ta.

Phén 2: Ba nguyén tic vang dé phong tranh lira dio

Dé ty bao vé minh trude nhimng thi doan tinh vi nay, ching ta can ghi nhé ba nguyén tic vang trong viéc xir
ly cac tinh huéng kha nghi.

Nguyén tic 1: Chim lgi

Nhirng ké Itra dao ludn tao ra cam giac cp bach, khién chung ta d& hanh dong theo ban nang. Hay danh thoi
gian va dat cau hai dé tranh bi cudn vao vong xody cia nhirng cdm giac cang thang, gap gap.

Nguyén tic 2: Kiém tra tai ché

Kiém tra lai thong tin br:ing cach tim hiéu qua nguén chinh thtre. Vi du, néu nhan dugc cudce go1 khong mong
muon tr mot to churc nao do, hay tra ctiru s6 dién thoai cia td chic va lién hé truc tiép voi ho thay vi phan
hoi ngay lap ttrc.

Nguyén tic 3: Dirng lai! Khong givi

Khong mét co quan hodc t6 chirc nao yéu cau ban thanh toan ngay 1ap tirc qua nhimg phwong thirc bat
thuong. Néu ban cam thay nghi ngo, hay ngung lai ngay lap tuc vi giao dich nay rat c6 thé 1a mot tro ltra
ddo.

Phan 3: Cac hinh thic lira dao pho bién
Pé giip moi ngudi nhan dién rd hon, sau dy 1a mot sé hinh thic lira ddo pho bién:
v Lira dao hé tro ky thudt

Céc dbi tuong lira dao s& gia vo rang thiét bi cua ban dang gip su ¢b va yéu cau thanh toan dé khic phuc
van dé khong co that. Hay tu nhac nhd minh ba nguyén tac vang ¢ trén, dac biét 1a khong thanh toan qua
nhitng phuong thirc khong an toan.

v Lira ddo qua théng bdo tin xdu

Trong mot sd trudong hop, ké lira dao gia danh nhan vién cia cac co quan chirc ning, dua ra cac thong tin bat
ngd hodc yéu cau thanh toan dé gidi quyét mot van dé nao do6. Hay nhd, cac co quan nha nudc khong yéu
cau thanh todn thong qua hinh thirc nhu thé qua tang, chuyén khodn ngan hang.

v Lira ddo qua théng bdo tin tot

K¢é x4u co6 thé gia vo thong bao ban da trang thudéng mot moén qua 16n, nhung yéu cau ban phai thanh toan
phi trudc dé nhan phan thudng. Tuy nhién, day la mdt thi doan rat phd bién nham chiém doat tién cta ban.

Phin 4: Phén tich tinh hudng thue té



Tinh hudng 1:

Chi Mai nhan dugc mdt cudc goi tir mot ngudi tu xung la nhan vién ctia co quan thué, thong bao réng chi
dang no thué va can thanh toan ngay dé tranh bi kién. Nguoi goi yéu cau chi Mai cung cép thong tin c4 nhan
va thanh toan bang cach chuyén tién qua tai khoan ngén hang c4 nhan.

Tinh hudng 2:
Anh Tuén nhan dugc mdt tin nhin tir mot tai khoan khong xac dinh, thong bao r::ing anh da trang thudéng
mot chiée xe SH va yéu cau anh thanh toan 500 nghin ddng lam phi xir Iy hd so dé nhan giai.

5. Gi6i thi¢u trang web ciia Trung tAm giam sat an toan khong gian mang qudc gia (NCSC):

- Truy cap dia chi https://congcu.khonggianmang.vn/home/

v Cho phép gtri canh béo vé cac van dé an toan, an ninh mang
v Cung cap céc cong cu an toan thong tin mién phi cho nguoi dung


https://congcu.khonggianmang.vn/home/

